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Algorithms

e Cherry Picking

— Iteratively pick the most profitable se-
curity measures

— Stop when there are no more profitable
security measures or the security budge
IS exceeded

¢ Reduced Brute Force

— Remove any security measures that are
non-profitable on their own

— Find the optimal configuration of the
remaining security measures with brute
force search



Results
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Diagonal lines are of points with equal cost.

Point A = min attack cost
Point B = Cherry Picking

Point C Reduced Brute Force

Point D = min sunk cost
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Analysis

Antack Costvs Sunk Cost - Varied Attack Rates
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Points A, B, C and D are as before.
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Critique

e [ he problem statement should be concise



MCM A

It is a commonplace belief that the thumbprint of every human
who has ever lived is different. Develop and analyze a model that
will allow you to assess the probability that this is true. Compare
the odds (that you found in this problem) of misidentification by

fingerprint evidence against the odds of misidentification by DNA
evidence.



MCM B

"QuickPass” systems are increasingly appearing to reduce people’s
time waiting in line, whether it is at tollbooths, amusement parks,
or elsewhere. Consider the design of a QuickPass system for an
amusement park. The amusement park has experimented by of-
fering QuickPasses for several popular rides as a test. The idea is
that for certain popular rides you can go to a kiosk near that ride
and insert your daily park entrance ticket, and out will come a slip
that states that you can return to that ride at a specific time later.
For example, you insert your daily park entrance ticket at 1:15 pm,
and the QuickPass states that you can come back between 3:30
and 4:30 pm when you can use your slip to enter a second, and
presumably much shorter, line that will get you to the ride faster.
To prevent people from obtaining QuickPasses for several rides at
once, the QuickPass machines allow you to have only one active
QuickPass at a time.

You have been hired as one of several competing consultants to
improve the operation of QuickPass. Customers have been com-
plaining about some anomalies in the test system. For example,
customers observed that in one instance QuickPasses were being
offered for a return time as long as 4 hours later. A short time
later on the same ride, the QuickPasses were given for times only
an hour or so later. In some instances, the lines for people with
Quickpasses are nearly as long and slow as the regular lines.

The problem then is to propose and test schemes for issuing
QuickPasses in order to increase people’'s enjoyment of the amuse-
ment park. Part of the problem is to determine what criteria to
use in evaluating alternative schemes. Include in your report a
non-technical summary for amusement park executives who must
choose between alternatives from competing consultants.
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To Be Secure or Mot to Be?

You pmbably know about compier hackers and computer vimsss. Unless your compoter has been targeted by
ane, you may not know haw they counld affect an individoal or an organization. 1f a computer is attacksd by a
hacksr ar virus, it conld lose important pesonal infomnation and software.

The creation of a new vniversity campuos is being considered. Yoor requirement is to model the risk
assessment of information technology (1T) secority for this propossd university. The narrative below

provides some background to help develop a framework to examine LT s=curity. Specific tasks are
provided at the end of this narrative.

Computer systems are potectsd from maliciows activity thiongh multiple |ayes of defenses. Thess defenses,
incloding bath palicies and technologiss (Figure 1), have varying effects on the oiganization’s sk categories
(Figure 2j.
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Figure 1— Preventative Defensive Measures

Ilanagement and nsage policies address how nsers interact with the organization™s compoters and networks and
how people (system administrators) maintain the network. Policies may include password requirements, formal
security andits, msage tacking, witeless device msage, remaovable media concems, personal tss limitations, and
mser tmining. An example passwonrd palicy wouold inclode requirements for the length and characteis nsed in the
password, how frequently they mnst be changed, and the number of failed login attempts al lowed. Each policy
solution has dirsct costs associated with its implementation and factoms that impact prodoctivity and secority. In
Fignme L, only the topmost branch is fully detailed. The stroctore is replicated for cach branch.

The second aspect of 2 security posture is the set of technological solutions employed to detect, mitigate, and
defeat nnanthotized activity from both internal and external wsers. Technology solutions cover both software
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and hardware and include intrsion detection systerms (LOS), fitewalls, anti-viros systems, volnerability
scannes, and mdundancy. As anexample, 105 monitors and records significant events on a specific compuoter
or from the network examining data and providing an “after the fact” forensic ability to identify suspect activity.
SMORT (www.snortorg) is a popular 105 solution. Figure | provides a sample of key defensive measures
{managementusage policies and technology solutions). As with apolicy, a technology solution also has direct
costs, as well as factoms that impact podoctivity and security.

Sonmwes of risk to information security include, but ar= nat limited to, people or hardwars within or ontside the
arganization ( Figure 21, Different preventive defersive measures (Figore 1) may be more effsctive against an
irsider threat than a threat from a campoter hacker. Additionally, an external thieat may vary in motivation,
which could also indicate differem secority measures. For example, an introder who is trying to retrieve
propristary data or cnstomer databases probably should be combated moch differ=ntly from an introder who is
tiying to shut down a network.

Potzntial costs due to information sscurity that an organization may face ( Figure 2 inclode opportunity cost,
people, and the cost of preventative defersive measnms. Significant opportunity costs inclods: litigation
damages, |ces of popristary data, consumer confidence, loss of direct rvenne, recorstmetion of data, and
rcomstruction of services. Each cost varies based on the profile of the crganization. Forexample, a health care
componem of the univesity might have a greater potential for loss doe to litigation ar availability of patient
medical recards than with recanstroction of services,
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Figura 2 - Econamic Risk schamatic far IT systems

Anorganization can evalvate potertial opportunity costs thiough a tsk analysis. Risks can be bmoken down into
three risk categovies, confidentiality, integriry, and avail ability. Combined, these categaries define the
arganization’s security postor. Each of the categories has differnt impacts on cost depending on the mission
and requirements of the organization. Confidentiality refers to the protection of data from relzase to sources that
are not anthorized with access. A health car organization could face significant litigation if health care meords
were inadvertently wleased orstolen. The funegriry of the data wfers to the unaltered state of the data. 1f an
intruder modifies pricing information for certain prodocts or deletes entire data s=ts, an organization wounld face
costs associated with cormcting trareactions affected by the erroneons data, the costs associated with
mcornstrocting the comect values, and possible loss of corsumer confidence and mvenne. Finally, availabiliry
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r=feis to msonmes being available to an anthorzed vser, incloding both data and services. This risk can
manifest itsel f financiall ¥ in a similar manner as confidentiality and integrity

Each measure implemented to increass the szcnrity postore of an arganization will impact ach of the three risk
categories (=ither positively or negativelyl. As sach new defensive s=cotity measure is implemented, it will
change the curent security posture and subssquently the potential opportunity costs. A complicated problem
faced by arganizations is how to balance their potential opportunity costs against the expenss of securing their
IT infrastmctire (preventative defensive measures).

Task 1: Y¥ou have been tasked by the Rite-On Consnlting Firm to develop a model that can be
msed to determine an appropriate policy and the technology enhancements for the proper level
of 1T security within a new university campnos. The immediate need is to determine an optimal
mix of preventive defensive measnres that minimizes the potential opportonity costs along
with the procorement, maintenance, and system administrator training costs as they apply
to the opening of a new private nniversity. Rite-On contracted technicians to collect technical
specifications on corrent technologies teed to snpport LT s=curity progmms. Detailed technical
data sheets that catalog some possible defersive measures are contained in Enclosores A and B.
The technician who prepared the data sheets noted that as you combine defensive measures, the
cumulative effects within and between the categories confidentiality, integrity, and availability
cannot just be added.

The proposed university system has 10 academic departments, a department of i meroollegiate
athletics, an admissiore office, a bookstor, a registar’s office igmde and academic statns
management], and a dormitory complex capable of homwing 15,000 stodents.  The university
expects to have 600 staff and faculty (non 1T sopport) supporting the daily mission. The
academic departments will maintain 21 computer labs with 30 computers per lab, and 600 staff
and faculty computers (one per employee). Each dorm room is equipped with two (2) high
speed connections to the university network. 1t is anticipated that each studsnt will have a
computer. The total computer requirements for the wmaining department/agencies cannot be
anticipated at this tire. 1t is known that the bookstor will have a Web site and the ability to
szll books online. The Registmr's offics will maintaina Web site where stodents can check the
stats of payments and gmdes. The admissions office, stodent health cemer, and the athletic
department will maintain Web sites.

The average administrative employes earns 38,000 per year and the avemge faculty employes
earns $77,000 per year. Coment indostry practice employs three to four system administrators
(zys admin) per sub-network and there is typically ons (1) sys admin (help desk support)
employes per 300 compotes.  Additionally, sach ssparate system of computers (for web
hosting or data management) is typically managed by one (1) svs admin pemon.

The coment opportunity cost projection (doe to 1T) with no defensive measnmes is shown in

Tahle 1. The contiibution of vatomw tisk categories (Confidentiality Lrtegrity, and Avai lability )
1o a given cost is also shown in Table L.

Table L: Current Opportunity costisand Risk Category contributions

Cpportunity Cost [dus o T Amaunt Risk Category Contribution
Litigation $3,800,000 G [55%), | (45%5)
Propristary Data kss $1,500,000 G [7aRa), | (30%)
Conmsumer confidence $2,900,000 G [40ma), | (30%), A (30%:)
Data Raconstruction $400,000 1 (100%%:)

Searvica Reconstruction $30,000 1 (100%%:)

Diract Ravenus Loss $250,000 1 (30%), A [T0%:)
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Task 2 We know that technical specificatiors will changs rapidly over time. However, the
elations and interplay among costs, sk categories, and somrces of risk will tend to change
momr slowly. Create a model for the problem in Task L that is flexible enough to adapt to
changing technological capabilities and can be applied to different organizations.

Carfully describe the assnmptions that yon make in designing the model. 1n addition, provide
an example of how the nnivemity will be able to nse your model to initially deternine and then
periodically update their LT seconity system.

Task 3 Prepare a three page position paper to the university President that describes the
strengths, weakness, and flexibility of your model in Task 2. 1n addition, explain what can be
inferred and what should nat be inferrad from your model.

Task 4: Explain the differences that may exist in the initial Risk Category Comributions
(Table L) if you model 1T security for a commercial company that provides a search engine for
the Wodd Wide Web (such as Google, Yahoo, AltaVista, ... 1. Will your modelwork for this
type of oiganization?

Task 5: Honeynets am designed to gather extensive information on 1T secority threats. Write
a two-page memo to your supervisor advising whether a university or a search engine company
shounld consider using a hanzynet.

Task & To become a leader in 1T secwrity corsulting, Rite-On Comsulting must also take an
active role in anticipating the fotore direction of information technology and advising
companies on how to mspond to futnre secority risks. After performing your analysis, write a
two-page memo to the President of Rite-On to inform him of the fotore of 1T security. 1n
addition, describe how your model can be meed to anticipate and respand to the oncettain futore.
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Critique

The problem statement should be concise

T he problem statement should not indicate
a specific approach

“Interdisciplinary” # “Involving Memos”

The problem should be genuinely interdis-
ciplinary and open-ended

Only a small amount of sample data should
be provided

The topic of the contest should change
from year to year



Benefits of the ICM

e [eam building

e Writing and communication skills

e Good concept



Advice

Take risks (low expectations)

Food and Sleep!

Divide work early and often

Focus on the writing aspect (Showman-
ship!)

Interdisciplinary team

Generalizable code (good programmer on
team)



Stories and Questions



